HNudopmanmoHHas namMaTKa AJIA O0yJYalouiuxcs /I pa3sMelnieHua Ha
odpunnanbHbix UHTEpHET-pEecypcax

C KaXKIbIM TOJIOM MOJIOAEXKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKH OJHH U3
caMbIX aKTHUBHBIX ITOJIb30BaTesiedl PyHera. Mexkay TeMm, IIOMHMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTE, HWHTEpHET HeceT W IpobseMbl. ITa IMaMATKA JOJKHA ITIOMOYb Tebe
0e3011aCHO HaXOUTHCA B CETH.

KoMmnploTepHbI€ BUPYCHI

KoMmbIoTEPHBIA BHUPYC - 3TO Pa3HOBUJIHOCTb KOMITBIOTEPHBIX IIPOrPaMM, OTJIMYUTEIHHOMN
0COOEHHOCTBIO KOTOPOH fABJISETCA CIIOCOOHOCTh K Pa3MHOXKEHUIO. B /lonoIHEHNE K 3TOMY,
BUPYCHl MOTYT TIOBPEJUTh WJIM TIOJHOCTHIO YHUUTOXKUTH Bce ailibl U JaHHBIE,
MIOZKOHTPOJIBHBIE II0JIb30BATEJI0, OT HMMEHH KOTOPOTO ObLjla 3amylleHa 3apaK€HHasd
IporpamMMa, a Tak»ke IMOBPEAUTH WJIH JIaKe YHUUTOKUTD OTIEPAIIOHHYI0 CUCTEMY CO BCEMHU
daitamu B 1iesioM. B GOJBITUHCTBE CITydaeB PaCIIPOCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTOIlI)I 3allUThI OT BP€CAOHOCHBIX ITpOrpaMm:

1. Hcnosnb3yil coBpeMeHHbIe OllepaI[OHHbIE CUCTEMBI, UMEIOIINe CEPbE3HBIN YPOBEHD
3aIUTHI OT BPEIOHOCHBIX TPOTPaMM;

2. [TocrosiHHO ycTaHaBiuBal mautu (IudpoBble 3aIIaTKHA, KOTOPblE aBTOMAaTHUECKH
YCTQHABJIWBAIOTCA C I€JbI0 JIOPAOTKM IPOTPAaMMBI) U JIpyrHe OOHOBJIEHUS CBOEH
omnepanuoHHOU cucteMbl. CKaumMBall MX TOJIBKO ¢ OPUITUAIBHOTO caiiTa pazpaborunka OC.
Eciu cyiecTByeT peskuM aBTOMAaTHYeCKOTro 0OHOBJIEHU S, BKJIIOUHU €T0;

3. PaboTaii Ha cBOEM KOMIIBIOTEPE IO/ [IPaBaMU IT0JIb30BATEISA, 4 HE 3/IMUHUCTPATOPA.
ITO He IMO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPAaMM WHCTAJUTUPOBATHCS HA TBOEM
MepPCOHAIBHOM KOMITBIOTEPE;

4. Vcnosnb3yil aHTUBUPYCHBIE TPOTPAMMHBIE IIPOJIYKTHI U3BECTHBIX POU3BOIUTENEN,
C aBTOMAaTHYeCKUM OOHOBJIEHHEM 0a3s;

5. Orpanuub PU3UIECKUH TOCTYI K KOMIIBIOTEPY JJ1S1 IOCTOPOHHUX JIUIL;

6. Vcnosnp3yil BHEITHUE HOCUTENIU NHMOpPMAIIUH, TaKHe Kak (Jielka, JUCK Uiu ¢aiia
13 UHTEPHETA, TOJIBKO U3 MPOdEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBaii KOMIbIOTEPHBIE (A, TIOJyUEeHHbIE U3 HEHAIEKHBIX UCTOUHUKOB.
Jlazke Te (aiiyibl, KOTOPBIE IIPHC/IA TBOM 3HAKOMBIH. JIydIlle yTOUHU y HETO, OTIIPABJISAI JIU
OH Tebe ux.

Cerun WI-FI

Wi-Fi - 3T0 He BUJ nlepefilaunl JAaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb OpeH/I, Mapka. Eiie B
1991 roAy HUZEpJIaH/IcKasi KOMIIaHus 3apeructpupoBasna openy; « WECA», uro o603HauaIo
cioBocouetanne «Wireless Fidelity», KoTopbili IlepeBOUTCS KakK «OecIpoBO/IHASA
TOYHOCTbH».

Jlo Hallero BpeMeHHU JOIUIA Jipyrasg ab0peBuaTypa, KOTOpas SBJIAETCS TaKOH JKe
TexHoJorue. Ato abbpeBmarypa «Wi-Fi». Takoe Ha3zBaHue OBLIO /JaHO C HAMEKOM Ha



CTaHZIapT BBICIIMI 3ByKoBoM TexHuku Hi-Fi, uTo B mepeBose oO3Ha4YaeT «BbICOKAsA
TOYHOCTb».

Jla, GecIUTaTHBIA WHTEPHET-ZIOCTYI B Kade, OTeNsAX U adpPONOPTaX SABJISIETCA OTIMYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHeT. Ho MHOTrHe 5KCIepThl CUUTAIOT, YTO OOIIEOCTyIIHbIE
Wi-Fi ceTu He ABJAIOTCA O€30MaCHBIMH.

CoBerTsl 110 6e301macHOCTH paboTe B 00Ie0CTyTHbIX ceTsax Wi-fi:

1. He mepenmaBaii cBoio JnuHyl0 wHoOpMamuo 4depes obiemoctynublie Wi-Fi ceru.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIH JIOCTYIIA, JIOTUHBI U KAKHUE-TO HOMEPA;

2. Hcnosnb3yil 1 0OHOBJISIH aHTUBUPYCHBIE ITPOTPaMMbI ¥ OpaHaMayep. Tem caMmbIM ThI
obe3omacuIlb cedst OT 3aKAYKH BUPYca Ha TBOE YCTPOKMCTBO;

3. [Mpu ucnospzoBanuu Wi-Fi ortwmoun ¢yHrnuio «O6muil goctyn k daiiam u
npuHTepaMm». JlanHad QyHKOUA 3aKpbiTa 110 YMOJIYaHUIO, OJHAKO HEKOTOpbIe
IIOJIb30BaTeIN AKTUBUPYIOT €€ /1A y100CcTBa UCII0/Ib30BaHuUsA B paboTe Win yuele;

4. He ucnionpayit myouaabii WI-FI 11 nmepeauu JIMYHBIX JAHHBIX, HAIPUMED 10
BBIXO/Ia B COI[UAJIbHbBIE CETU UJIU B 3JIEKTPOHHYIO MOYTY;

5. Nnonba3yil Tosbko 3amuiieHHoe coenuHenue uepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-asipeca BBoAY UMeHHO «https://»;

6. B wmobuibHOM TenedoHe oTwioun ¢yHKIuo «Iloakmrouenune k  Wi-Fi
aBTOMaTHU4yecku». He doIyckail aBTOMaTHYECKOTO ITOAKIIOYEHHS YCTPOHCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacusi.

COI.II/IaJIbHI)Ie ceTn

ConmasibHbIE CETH aKTUBHO BXOJSAT B HAIIy JKU3Hb, MHOTHE JIFOAU PAOOTAIOT U KUBYT TaM
MMOCTOSTHHO, a B Facebook yke 3aperncrpupoBaH MUJLJIUAP/T YEJIOBEK, UTO SBJISETCS OJTHOM
ceIbMOU BCeX JKUTeJIeH IIaHeThl. MHOTHeE IT0JIb30BaTe M He IOHUMAIOT, YTO HH(popMaIus,
pasMellieHHass UMH B COITUAIbHBIX CETAX, MOKET ObITh HalJleHa W HWCIIOJIb30BaHA KeM
YTOZHO, B TOM YHCJIE HE 0053aTeTbHO ¢ 6IaruMu HaMepEeHUSMH.

OCHOBHBIE COBETHI 10 6€30IaCHOCTH B COIMAJIbHBIX CETAX:

1. OrpaHuub CHUCOK Jpy3eid. Y Tebs B JIpy3bsX HE JOJDKHO OBITh CIIyYallHBIX U
HEe3HAKOMBIX JIIOJel;
2. 3amuiian cBol0 YacTHYIO Ku3Hb. He ykasbiBall maposiu, TesaedoHBbl, ajipeca, AaTy

TBOETr0 POXIACHHUA WU [APYIYIO JIMYHYIO HH(bOpMaIII/IIO. 3ﬂ0yMI)IIIIJIeHHI/IKI/I MOTYT
HCIIOJIb30BATDH JaxKe I/IHCI)OpMaI_II/IIO O TOM, KaK Tbl 1 TBOU POAUTEIIN IUVIAHUPYETE IIPOBECTU
KaHHUKYJIbI;

3. 3aluian CBOK PeIyTaluIo - IEPKU €€ B UHCTOTE U 3a/1aBaii ceOe BOIIPOC: XOTeN ObI
THI, UTOOBI JPYTHE IIOJIb30BATEIM BUIEIU, UYTO ThI 3arpyskaelb? [Togymai, mpexae dyem
YTO-TO OIyOJIMKOBATh, HAITKCATH U 3aTPY3UTh;

4. Eciii ThI TOBOPUIIB C JIIOZIbMU, KOTOPBIX He 3HAElllb, He UCIIOJIb3YyH CBOE PeasbHOe
VM ¥ IPYTYIO JINYHYIO HHQOPMAIUU: UM, MECTO JKUTEIHCTBA, MECTO YIEOHI U IIPOYEE;



5. N3zberait pasmenenus d¢ororpaduii B HHTepHeTe, Tae ThI H300pakeH Ha
MECTHOCTH, TI0 KOTOPOH MOKHO OIIPEJIEJIUTH TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpamuui B COIIUAJIBHOH CETH HEOOXOAUMO HCIIOJIb30BaTh CJIOMKHBIE
MMapOoJIH, COCTOSAIINE U3 OYKB U ITU(P U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. [l cOUMasIbHOM CEeTH, MOYTHI U JAPYTHX CAUTOB HEOOXOJMMO HCIOJIb30BaTh Pa3HbIE
naposu. Torma ecou Tebs B37IOMAIOT, TO 3JIOYMBIIUIEHHUKU IIOJIy4YaT JOCTYII TOJBKO K
OZJTHOMY MeCTy, a He BO BCe Cpasy.

QJICKTPOHHI:IB ACHbI'

DNIEeKTPOHHBIE JEHbT'M — 3TO OUYeHb YAOOHBIN CIOCOO IUIaTeXkel, OJTHAKO CYIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT ITOJIyIUTh 3TH JIEHbIH.

ONIeKTPOHHBIE JIEHbIU TMOSIBUJIMCh COBCEM HETABHO M HUMEHHO HM3-3a 3TOTO0 BO MHOTHX
rOCyZIJapCTBaX JI0 CUX IOP He MIPOIKCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ IPOMMCAHO B 3aKOHE, IJie UX Pa3fesisaioT
Ha HECKOJIbKO BHJIOB - aHOHUMHbIe U He aHOHUMHbIe. Pa3HuIla B TOM, UTO aHOHUMHBIE -
9TO Te, B KOTOPHIX pa3peliaercs MPOBOUTE onepanuu 6e3 ujeHTuUKAIUN M0JIb30BaTEN ],
a B HEAHOHUMHBIX UJIeHTU(UKAIINH T10JThb30BaTEIS SIBJISIETCA 003aTETbHOM.

Taxke ciemyerT pasinMyaTh SJIEKTPOHHBbIE (UATHBIE JEHBIW (paBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIe HeuaTHBIE JIeHbIY (He paBHBI FOCYZAPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO 6€30MACHO PadoTe C IJIEKTPOHHBIMH I€HbraMu:

1. [IpuBsku K cYeTy MOOWIBbHBIN TesedoH. ITO caMbli YAOOHBIA U OBICTPBIN CIIOCOO
BOCCTQHOBHTH JIOCTYN K cueTy. [IpuBs3aHHBIN TeedOH MOMOXKET, ecu 3aby/elib CBOU
IUIATEXKHBIU MapOJIb WJIN 3ai/IENTh HAa CANT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnosnb3yil ogHOopa3oBble naposu. [locie nmepexosa Ha YCHUJIEHHYIO aBTOPU3AIIUIO
Tebe y>ke He OyZIeT yIrpOoKaTh OIMMACHOCTh KPaXKU MJIU IIEPEXBATA IIJIATEKHOTO MapOoJIs;

3. Bribepu ciiokHBIN maposib. [IpecTynmHukam OyAeT He MPOCTO YrafaTh CIOXKHBIN
napoJsib. Hazexxnble mapojii — 3TO IApOJIM, KOTOPBIE COAEp>KAT He MeHee 8 3HAKOB U
BKJIIOYAIOT B cebs CTPOUHBIE U NMPOIKCHBIE OYKBBI, HUMPHI U HECKOJIBKO CHMBOJIOB, TaKHe
KaK 3HaK JloJu1apa, GyHTa, BOCKJINIATeIbHbIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBO/iM cBOU JIMUHBIE JJAHHBIE HA CAliTaX, KOTOPHIM He

JloBepsenlb. QJIEKTPOHHAA MOYTa

DJIeKTPOHHAsA MOYTa — 3TO TEXHOJIOTUA U IMPeAOoCTaBiIsieMble €10 YCIYTH MO0 MepechblIKe U
MIOJIyYEeHUIO BJIEKTPOHHBIX COODIIEHNH, KOTOPBIE PACIIpeesIATCA B KOMIIBIOTEDHOU CETH.
OOBIYHO  DJIEKTPOHHBIM  TOYTOBBIA  SIMUK  BBIVIAAUT  CIeAyOIMUM  oOpasom:
UMs_II0JIb30BaTeNA@UMA_JoMeHa. Takke Kpome Iepefjaudl MPOCTOr0 TeKCTa, MMeeTCs
BO3MOXKHOCTD IlepefiaBaTh (aiiibl.

OcHOBHBIE COBETHI 110 6€30TacHON paboTe ¢ 3JIEKTPOHHOU ITOYTOMH:



1. Hano BrIOpaTh MpaBU/ILHBIN TOYTOBBIM cepBUC. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecIIaTHBIX IIOYTOBBIX CEPBHUCOB, OJIHAKO JIydllle JOBEPATh TEM, KOTO 3HAeEIlb U KTO
MEPBBIN B PEUTUHTE;

2. He ykaspiBail B IMYHOU IOUTE JUUHYIO nH(popmanuio. Hampumep, Jrydiiie BHIOpaTh
«MYy3bIKQJIbHBIU_(paHAT@ » WJIN «POK2013» BMECTO «TeMal3»;

3. Hcnonp3yil ABYXATAHYI0 aBTOPHU3AIUI0. ITO KOTJAa MNOMUMO Iapojs HYKHO
BBOJIUTH KOJI, MPUChLIIaeMbIX 110 SMS;
4. Beibepu cy103KHBIM maposb. [y KaXK0ro IOYTOBOTO AIMUKA JIOJKEH OBITH CBOM

Ha/Ie>KHBIU, YCTOMYUBBIN K B3JIOMY I1apOJIib;

5. Ecin ecTb BO3MOKHOCTh HamucaTh caMOMY CBOW JIMYHBIA BOIIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTb;
6. Hcnosnp3yil HeCKOJIBKO ITOYTOBBIX AMIUMKOB. IlepBBIM /Aj11 4acTHOU IE€pPENUCKU C

azjpecaTaMy, KOTOPBIM ThI JIOBepselllb. JTO 3JEeKTPOHHBIN aJipec He HAaJ0 HCII0JIb30BaTh
IIpU perucTpanuu Ha popymax u cauTax;

7. He oTtkpbiBail ¢aiyibl U ApPyryue BJIOKEHUSA B MHUChbMax Ja’ke eCcJIi OHU MPUIILIN OT
TBOUX JIpy3eil. JIydiiie yTOUYHH Y HUX, OTIPABJISLIIN JIU OHU Tebe 3TU (paiiybl;

8. [Tocne oxkoH4YaHUA paboOThI HA IOYTOBOM CEPBHCE IIepes 3aKPBITHEM BKJIAJIKH C
calToM He 3a0y/b Ha>KaTh Ha « BBIMTH».
Ku6epOy/IMHT MM BUPTyaJIbHOE U3/1€BaTe/IbCTBO

KubepOy tuHT — IpeciieZloBaHUEe COOOIEHUSIMU, COJIEPKAIIUMU OCKOPOJIEHHS, arPeCCHIO,
3allyTUBaHUe; XYJIUTAHCTBO; COIMAJIbHOE OOWKOTUPOBAHUWE C TIOMOIIBIO Pa3TUUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 6OPHhOE ¢ KNOEePOYIIMHIOM:

0. He 6pocaticsa B 60, JIyummuii cmoco0: MocoBeTOBaThCsl Kak cebsi BECTH U, €CJTH HET
TOTO, K KOMY MO’XHO OOpaTHTBCS, TO BHaYase YCIIOKOUThCA. EC/IM ThI HaYHENIb OTBEYaTh
OCKOPOJIEHUAMH Ha OCKOPOJIEHHS, TO TOJIBKO elrfe OO0JIbIIle Pa30KIKelb KOH(JIINKT;

10.  YmpaBisi cBoel KubeppemnyTramuei;

11. AHOHMMHOCTh B CETH MHHMAas. CyH_leCTByIOT CITI0COOBI BbBIACHHUTDH, KTO CTOHUT 3a
AHOHHMHBIM aKKAaYHTOM;

12. He crouT BecTn XyJWUTaHCKUH 00pa3 BUPTYIbHOU KU3HU. IHTepHET pUKCUpPYET
BCe TBOU JIEHCTBUSA U COXPAHAET UX. YJAJIUTh UX Oy/ieT KpaliHe 3aTPy/THUTEIbHO;

13. Cobuttozaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

14. UrHopupyil eauHUYHbIM HeraTuB. OHOpa30BblE OCKOPOUTEBHBIE COODIEHUS
JIydiiie irHopupoBaTh. OGBIYHO arpeccus MpeKpariaeTcs Ha Ha4aJIbHOU CTaJIhH;

15. ban arpeccopa. B mporpammax o6OMeHa MIHOBEHHBIMU COOOIIEHUSAMH, B
COITMAJIBHBIX  CETSIX €CTh BO3MOXKHOCTh OJIOKUDOBKHM OTHPaBKH COOOINEHWUH C
OmpezieJIEHHBIX a/IPECOB;



16. Eciim 11 cBuzeTenb kubepOysutuHra. TBou JIeMCTBUA: BBICTYIUTh IPOTUB
Ipecsie/IoBaTesisi, IOKa3aTh €My, UTO €r0 JIEMCTBUS OIeHUBAIOTCSA HETaTUBHO, MOJI/IEPKATh
JKEPTBY, KOTOPOH Hy)KHA IICUXOJIOTHYECKAs IIOMOIIb, COOOIIUTHh B3POCJIBIM O akre
arpecCUBHOIO TOBEJIEHUSA B CETH.

MoouabHbIN Te1epOoH

CoBpeMeHHbIe cMapTHOHBI U IUIAHIIETHI COZiepKaT B cebe BIIOJIHE B3POCIbIA PYHKITMOHAT,
U Tellepb OHU MOT'YT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KoMIbloTepamu. OHAKO, CPE/ICTB
3aIUTHI JJ1 TOAOOHBIX YCTPOMCTB MOKA OYeHb MasIo. TecTHpOBaHME U TOUCK YA3BUMOCTEH
B HUX IIPOUCXOAUT He TaK UHTEHCUBHO, Kak iy I1K, To ke camoe kacaeTcsa 1 MOOUIBHBIX
MIPUJIOKEHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl y»Ke IPAKTHYECKU JIOTHAJIN HACTOJIbHBIE aHAJIOTH,
O/IHAKO pacimmpeHre (GYHKIMOHAIA BjedeT 32 cOOOM GOJIBIIYIO CJIO’KHOCTh U MEHBIIYIO
3alUIEHHOCTD.

Jlasleko He Bce IPOU3BOJIUTENIN BBIIIYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHYECKUE
VA3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JAJIA 0€30IMacHOCTH MOOHJIBHOTO TeJIe(l)OHa:

1. Huyero He siBIseTCS MO-HACTOSAIIEMY OeCIIaTHBIM. Byab OCTOpOXKEH, Belb KOrjaa
Tebe mpejyIaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIaTHBIE
YCIIyTH;

2. Hdywmaii, npexze uem otnpaBuTb SMS, doto uinu Buaeo. Tl TOUHO 3Haelllb, I7ie OHU
OyAyT B KOHEYHOM UTOTE?

3. Heo6x0/11M0 0OHOBJISITH OIIEPAIIMOHHYIO CUCTEMY TBOETO CMapTdOHA;
4. Hcnosp3y# aHTUBUPYCHBIE IIPOTPAMMBI JIJII MOOWJIBHBIX TEIe(OHOB;
5. He B3arpyxaii TpWIOKEHUS OT HEU3BECTHOTO HCTOYHUKA, BeAb OHU MOTYT

CoZIepP>KaTh BPEIOHOCHOE IIPOrpaMMHOE 00eCTIeueHHE;

6. ITocsie TOoro Kak ThI BRIMIENIH C caiiTa, TAe BBOJUI JIMYHYIO0 HHMOpMAIIo, 3al/Iu B
HaCTpOWKHU Opay3epa u yzainu cookies;

7. [Teprioinuecky MPOBePSH KaKWe IJIATHBIE YCJIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
8. JlaBail cBOII HOMep MOOHWJIBHOTO Tesie(DOHA TOJIBKO JIFOASAM, KOTOPBIX Thl 3HAEIlb U
KOMY JIOBEPSIEIIIb;

0. Bluetooth momkeH OBITH BBIKJIIOUEH, KOT/J[a ThI UM He IOJIb3yelnbcs. He 3a0biBait

HHOTJAAa IIPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAWUH-UTPBl - 3TO KpacoyHble, 3axBaThIBAIOI[HE pa3BJIeUEHUS,
00'beTMHSAIONINE COTHU THICSY YEJIOBEK IO BCeMy MHUPY. VITPOKU MCCIEAYIOT JaHHBIA UM
MHp, OOIIAIOTCSA JApPYT C JIPYrOM, BBINOJIHAIOT 33JIaHUsI, CPAKAIOTCA C MOHCTPaAaMH U
MIOJIy4YaroT OMBIT. 32 Y/I0BOJIbCTBUE OHU IUIATAT: MOKYHAIOT IUCK, OIIAYMBAIOT a00OHEMEHT
WIN TIPUOOpETAIOT KaKUe-TO OIIINH.



Bce 5Tu cpeicTBa UyT HA MOA/iEpP:KaHUe U Pa3BUTHE UTPHL, a TAK)Ke Ha camMmy 0e30I1acCHOCTh:
COBEPIIIEHCTBYIOTCSI CHCTEMbBI aBTOPHU3AIMU, BBIIMYCKAIOTCA HOBBIE MaTdyd (IHMPOBBIE
3aIUIaTKH JIJIsI IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 11o100HBIX UTPAX CTOUT OIACATHCSA HE CTOJIBKO CBOMX COITEPHUKOB, CKOJIBKO KPaYKU TBOETO
MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINHU OOJIBIITMHCTBA UTP.
OcCHOBHBIE COBETHI IO 0€30IMACHOCTH TBOETO UTPOBOT0 AKKAYHTA:

1. Eciim  gpyroit wurpok BezleTr cebs IUIOXO WM co3faeT Tebe HEMPUATHOCTH,
3a0JI0KUPYH ero B CIUCKE UTPOKOB,;

2. [Moxkanmyiica agMHHHUCTPATOPAM WIPHl Ha IJIOXO€ IIOBEJIEHHWE JTOTO HIPOKA,
JKeJIaTeIbHO TIPUJIOKUTH KaK1e-TO I0Ka3aTeJIbCTBA B BUl€ CKPUHOB;

3. He ykaspiBait muunyo nHGopManuio B mpodaiijie Urphl;

4. YBakail IpyTUX Y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBait HeopuIuaIbHble TATYU U MOJIBI;

6. Hcnosnb3yii ci10KHbIE U Pa3HbIe [1apOJIy;

7. Jlacke BO BpeMs UTPHI HE CTOUT OTKJIIOUATh aHTUBHUpYC. [IoKa THI UTpaelIb, TBOU

KOMIIBIOTED MOTYT 3apa3uTh.

PUIINHT UJIN KpaiKa UYHBIX JaHHbIX

OOBIYHOM KpasKeH JieHeT U JJOKYMEHTOB CETO/[HS yKe HUKOTO He YAWBHIIb, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBIIIUIEHHUKN I1epeMEeCTHINCh B HMHTEPHET, U IPOJOJIKAIOT
3aHUMATbHCA «JIIOOUMBIM» JI€JIOM.

Tak mosiBIIach HOBas yrpo3a: MHTEPHET-MOIIEHHHYECTBA WX (DUIIMHT, IVIABHAsA IIEJIb
KOTOPOTO COCTOUT B IOJIyYEHUH KOH(PUEHIINAIbHBIX JAHHBIX [T0JIb30BATEIEH — JIOTHHOB
u maposei. Ha anrmiickom s3bike phishing unraercsa kak ¢umwuar (ot fishing — peibHas
JIOBJIAA, password — IapoJib).

OcHOBHBIE COBETHI IO 00pbOe ¢ GUIUINMHTOM:

1. Cnenm 3a cBoMM akKKayHTOM. Eciu Thl IOAO3peBaelllb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HeOOX0UMO 3a0JIOKHPOBAThH €€ M COOOIIUTh a/IMUHUCTPATOpPaM pecypca oo
9TOM KaK MOXHO CKOpee;

2. Hcnonws3yii Oe3omacHble BeO-caliThl, B TOM UHCJIe, HWHTEPHET-Mara3mHOB U
MONCKOBBIX CHCTEM;

3. Hcnosnb3y# c/I03KHBIE U pa3Hble MapoJik. Takum o6pa3oMm, eciu Tebsl B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH TI0JIyYaT OCTYI TOJBKO K OJHOMY TBOE€MY IPOMUJIIO0 B CETH, a HE KO
BCEM;



4. Eciu Teba B3OManu, TO HEOOXOAMMO IpeAylpeuTh BCeX CBOMX 3HAKOMBIX,
KOTOpBbI€e /100aBIeHBI ¥ TEOS B IPY3bAX, O TOM, UTO TeOs B3JIOMAJIA U, BO3MOKHO, OT TBOETO
“MeHU OyZieT pacchlIaThCs CIIaM U CCHLIKU Ha (PUIIMHTOBBIE CAUTBHI;

5. YcranoBu HajiexkHbBIN 1aposib (PIN) Ha MOOWIBHBIN TeedOH;
6. OTrrroun coxpaHeHuUe mapoJis B Opaysepe;
7. He orkpsiBail ¢aitibl U Jipyrue BJIOKEHHUsA B MHChMAax /IaXKe ec/IM OHU IPUIILIUA OT

TBOUX JIpy3ei. Jlyullle yTOUHU Y HUX, OTIIPABJIAJIU JIU OHU TeOe 5TU (ailybl.

IIndporasa pemyramua

[MudpoBasa pemyramnus - 3TO HeraTUBHAsA WM MO3UTHBHAasA WH@opManus B ceTU O Tebe.
Kommnpomerupyrormas wuHdopMmausa pas3MelleHHas B UWHTEPHETE MOMKET CEPbEe3HBIM
00pa3oM OTpa3UThCS HA TBOEH peasibHOM ku3HU. «I[udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIN hopMupyercs u3 uHopMmanuu o Tebe B UHTEPHETE.

TBOE MeCTO KHUTETbCTBA, yuebbl, TBOEe (PMHAHCOBOE MOJIOXKEHUE, OCOOEHHOCTU XapaKTepa U
pacckasbl 0 OJIM3KUX - BCe 3TO HAKAILJIUBAETCS B CETH.

MHoTrHe MOAPOCTKU JIETKOMBICJIEHHO OTHOCATCS K IyOJIMKAIlMU JIMYHOU WHMOpManuu B
VHTEepHeTe, He MOHUMAas BO3MOKHBIX MOCTAeACTBUNA. ThI Taske HEe CMOXKEIb JIOTaIaThCA O
TOM, 4TO (poTorpadus, pa3melleHHas 5 JieT Ha3a/l, cTajla IPUYNHON OTKa3a MPUHATH TeOs
Ha pabory.

KommeHTapum, pasMmernienue TBoux ¢ororpaduii u Apyrue AeHCTBUS MOTYT HE UCYE3HYTh
Zlake IIOCJIe TOTO, KaK ThI UX yZanuiib. Thl He 3Haellb, KTO COXPAaHWI 3Ty WHGOPMAaIHUIO,
IoIajia JIM OHa B IIOUCKOBBIE CHUCTEMBI U COXPAHWJIACH JIU OHA, a TJIABHOE: UTO ITOAYMAIOT O
Tebe OKpYy:Kalolee JIIU, KOTOpPble HAUAYT U YBUAAT 3T0. HaliTh nHGOpPMANIO MHOTO JIET
CIIyCTS CMOXKET JII00OH - Kak W3 JIOOPBIX MOOYK/IEHUH, TaK U C HAMEepEeHUEeM MPUYUHUTD
Bpel. ATO MOXKET OBITh KTO YTOJTHO.

OcCHOBHbBIE COBETHI IO 3aNUTe IIUPPOBOH pemyTaIyu:

1. [Toxymaii, mpesx/ie ueM 4TO-TO ITyOJIMKOBATh U IlepenaBaTh y cebs B Osiore Wid B
COIIMAJIbHOHU CEeTH;

2. B Hactpoiikax nmpo¢uis yCTaHOBU OTPAaHHUYEHHS Ha MPOCMOTP TBOETOo MPOpUIsA U
€ro COIEPKUMOTO, CZieJIall ero TOJBKO «/IJI APy3€en»;

3. He pasmemaii u He ykasplBall HMHOOPMAIHIO, KOTOpAas MOXKET KOTO-JIHO0
OCKOPOJIATH UJIK OOUKATD.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IITKOJbHUKH- aKTUBHBIE II0JIb30BaTEJTH HHMPOBOTO IPOCTPAHCTRBA.
OnmHako Jajleko He BCe 3HAIOT, UTO I0JIb30BAaHWE MHOTUMH BO3MOXKHOCTAMU IU(PPOBOTO
Mupa TpebyeT coOJTI0/IeH s ITPaB Ha HHTEJUIEKTYAIbHYIO0 COOCTBEHHOCTb.

TepMI/IH <HHTC/IVICKTyaJIbHAadA COOCTBEHHOCTBb» OTHOCUTCS K Pa3JIMYHBIM TBOPEHUAM
YEJIOBEYECKOI'0 YyMa, HaA4YWMHad C HOBBIX H306peTeHHﬁ U 3HAKOB, 0603Ha‘-IaIOI_III/IX



COOCTBEHHOCTh Ha IMPOAYKTbl M YCIAYTM , U 3aKaHUMBasg KHUTraMu, Qororpaduamu,
KUHODWIBMAaMU U My3bIKAJIbHBIMH IIPOU3BEIEHUSIMU.

ABTOpCKHeEe IpaBa - 3TO [IpaBa Ha UHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTb Ha IIPOU3BEeHUA
HayKH, JINTepaTyphl 1 UCKyCcCTBA. ABTOPCKUE IIpaBa BBICTYHAIOT B KAUeCTBE FapaHTUHU TOTO,
YTO WHTEJUIEKTYaJIbHBIN/TBOpUECKUI Tpysl aBTopa He Oy/leT HaNpacHBIM, JAcT eMy
CIIpaBeJ/IiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPYAQ, IOJIYYUThb
W3BECTHOCTH U ITpu3HaHue. HUKTO 6e3 pasperieHns aBTopa He MOKeT BOCIIPOU3BO/IUTH €T0
IIpOU3Be/IeHNUE, pacrpoCTPaHATb, MyOJIMIHO ZIeMOHCTPUPOBATh, IIpO/IaBaTh,
MMIIOPTUPOBAaTh, IyCKaTh B IIPOKAT, IIyOJIWYHO HCIIOJHATH, IIOKA3bIBATh/HUCIIOJIHATh B
a¢upe unu pa3menats B IHTepHeTe.

Hcnoabn30Banue «IIAPATCKOI'0» IIPOTrPaMMHOTO obecrieueHusT MOXKET IIpUBECTH K MHOTHM
PHCKaM: OT IIOTEPU AAaHHBIX K TBOMM aKKAayHTaM 10 6J'IOKI/IpOBKI/I TBOEro YCTpOﬁCTBa, rae
YCTaHOBHeHHbIﬁ He JierajibHad IIporpamMmmMa. He crout Takxke Ba6bIBaTI), YTO CYyLIECTBYET
JIerajibHbIe U OecIlIaTHbIE IIporpaMMbl, KOTOPpbIE€ MOXHO HAUTH B CETH.

O nmopraJsie

CereBHUUOK.pd - TBOU IJIaBHBIN COBETUYMK B CETU. 371€Ch ThI MOXKEIb Y3HATh O 0€30I1aCHOCTHU
B Ce€TU MOHATHBIM U JIOCTYIHBIM f3BIKOM, a IIPU BOBHUKHOBEHUM KPUTUYECKON CUTyaIlUU
00paTUTbhCA 32 COBETOM. A Tak»Ke IMIPUHATH yyacTue B KOHKypcax U CTaTh CAMbIM (P POBBIM
rpakxJlaHuHOM !



